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NOTICE!

RIGHT TO REJECT: Northwestern Michigan College (“NMC”) reserves the
right to accept or reject any and all proposals, to negotiate terms of proposal(s) with
successful vendor(s), to accept a proposal that is not the lowest cost, and to accept the
proposal(s) that is in the best interest of NMC.

WITHDRAWAL OF ANY PROPOSALS is prohibited for a period of ninety
(90) days after the proposal due date.

LATE, INCOMPLETE AND NON-CONFORMING PROPOSALS: NMC
reserves the right to reject without evaluation late, incomplete or otherwise
non-conforming proposals.

COMPLETE PROPOSALS: All proposals must contain terms of purchase and
delivery in writing. NMC will negotiate the actual delivery terms and timetable with the
successful vendor(s), but each proposal must include the anticipated time frame during
which NMC may reasonably expect materials and equipment to be delivered. NMC will
not be responsible for any ancillary charges, costs, and/or fees not expressly delineated in
the terms of the proposal.

QUESTIONS: Prospective bidders are solely responsible for understanding the
requirements of this RFP. Questions regarding any part of this proposal should be
submitted in writing to the Project Contact. All questions and answers will be made
available to all prospective bidders. Prospective bidders who direct questions and
inquiries about this RFP to persons at NMC other than the Project Contact invite
disqualification of their proposals.
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INTRODUCTION

This Request for Proposal is released by Northwestern Michigan College
Purchasing Department on behalf of the Northwestern Michigan College for an
Information Technology Security Audit as set forth herein.

SECTION 1
GENERAL INFORMATION

Northwestern Michigan College (“NMC”) intends to complete an Information
Technology Security Audit as set forth herein.

Northwestern Michigan College is located in Traverse City in the northwestern section
of the lower peninsula of Michigan. There are four campuses that are connected with
fiber optic cable originating at the Main Campus location. The Main Campus serves as
the central connection point to the other three campus locations, Great Lakes Campus,
University Center Campus and Aero Park Campus. All campuses are within a four-mile
radius of each other.

The requirements included in this proposal are complete. The representations
made by NMC herein are accurate, true and complete to the best of our knowledge.
NMC prefers to work with only one (1) contact person throughout the proposal process.
Please appoint one (1) representative for your firm as your contact for NMC. This person
will be responsible for all communications with NMC that relate to this Request for
Proposal. Additionally, please note that all contact between your firm and NMC must be
handled between your representative and the Project Contact. This requirement will be
strictly enforced.

Your final proposal must be complete and presented in its entirety. All conditions,
terms, costs, charges and fees must be included in the proposal. Should NMC accept
your proposal, any terms, conditions, costs, charges and/ or fees excluded from your
proposal at the time of submission shall remain excluded and will become the
responsibility of the winning bidder.

All proposals must be submitted in writing and must be signed by a representative
who is duly authorized to make such representations to NMC on behalf of your firm.
Your proposal will form the basis of a purchase contract with NMC and should include
all equipment and materials that, in your judgment, are necessary to meet the
requirements of this proposal.
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The requirements of this proposal are non-severable. In other words, they may
not be separated for the purpose of bidding on a single part of the established
requirements. NMC has a strong preference to purchase a single vendor solution. If, in
your judgment, NMC would be better served by a multi-vendor solution, you may offer
that as an alternate proposal, however, you must certify that all equipment in your
proposal will meet all other specifications in this Request for Proposal. Your proposal
should include a single-vendor approach.

Northwestern Michigan College is a Michigan Constitutional corporation located
in Traverse City, Michigan in Grand Traverse County, and is subject to the laws of the
State of Michigan. Our official address and principal place of business is 1701 East Front
Street, Traverse City, Michigan 49686.

Northwestern Michigan College is a tax-exempt institution, granted such status by the
authority of the State of Michigan. Likewise, NMC is exempt from Federal Excise Tax
(tax-free registry number 38-6027348) and Michigan General Sales Tax, under Public
Act 167 0f 1933 § 4, as amended. DO NOT INCLUDE MICHIGAN SALES TAX OR
ANY FEDERAL EXCISE TAXES IN YOUR QUOTATION.

SECTION 2
TERMS AND CONDITIONS

2.01. Your complete and entire response to this RFP must be received by NMC in
writing on or before 5:00:PM on April 17, 2026. Return (1) electronic version in PDF
format via email or paper submission of your response to this RFP. Your response should
include all requested and required information, as well as any supporting data needed to
complete your response. Late responses and responses will not be considered. Bidders are
solely responsible for confirming that their responses were received in a timely manner.
NMC will not pay for, reimburse, or otherwise accept any delivery charges incurred by
bidders in connection with the RFP.

2.02. Questions, uncertainties, noted discrepancies and omissions regarding this
RFP shall be reported immediately in writing to the Project Contact by April 10, 2026.
Should any reported issues require clarification, written instructions or an addendum to
the RFP will be distributed to all potential bidders. NMC will not accept any
responsibility for any oral interpretation of the requirements. Bidders should rely only on
the written responses of NMC. Questions submitted less than 48 hours prior to the due
date for proposals cannot be responded to.
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2.03. NMC reserves the right to solicit additional information from bidders to aid
our determination of the bid that best meets the needs of NMC. If our request for
additional information on a proposal is not met in a timely way, NMC reserves the right
to reject the proposal as non-conforming.

2.04. NMC reserves the right to reject or accept any bids, in part or whole; select
bidders whose proposals best meet the needs of NMC without respect to the lowest cost
proposal; and negotiate terms of the proposal to ensure the best interests of NMC are met.
NMC does not assume any contractual obligations or duties as the result of issuing the
RFP. No employment relationship will be assumed between NMC and the successful
bidder.

2.05. Bidders are not entitled to use NMC’s name, service mark(s), trademarks or
trade names without the express written permission of NMC.

2.06. By submitting a response to this RFP, bidders certify that no actual or
potential conflicts of interest exist between the bidder and NMC under this agreement.
Each bidder agrees to inform NMC immediately, should a change in conditions occur that
would produce an actual conflict of interest or the appearance of a conflict of interest.
Further, by submitting a response, bidder certifies that the bidder has neither provided
any private inducements or consideration to any NMC trustee, officer, employee, or agent
in return for favorable treatment with respect to the award of this proposal, nor accepted
any private inducements or consideration from any College trustee, officer, employee or
agent in connection with this RFP. Should any such unauthorized transactions be
discovered, the bidder will be considered in breach of its agreement with NMC, and the
agreement between the bidder and NMC is immediately void. Under these circumstances,
NMC will cooperate fully with law enforcement to determine whether such a breach has
violated any laws of the State of Michigan or the United States of America. This clause
will survive the termination and/ or expiration of this agreement without respect to the
cause or reason for a breach of this type.

2.07. NMC expressly states that the bidder is a supplier or independent contractor
of NMC and is not an agent, partner, or employee of NMC. The bidder is not entitled to
wages, tax withholding, Workers’ Compensation, unemployment compensation, or any
benefits of employment extended to regular employees of NMC. The bidder is not an
agent of NMC, and may not bind NMC to any contracts or represent to anyone that the
bidder has any such authority.

2.08. The laws of the State of Michigan shall govern the interpretation and
performance of this agreement. Any action brought to enforce any provision of this
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agreement shall be brought in the appropriate court in the State of Michigan. All bidders,
their successors or assigns expressly agree to bring any claims, demands, or actions
asserted against the Board of Trustees of Northwestern Michigan College, its trustees,
officers, employees or agents only to the Michigan Court of Claims. The bidder, its
successors or assigns consent to the jurisdiction of the Grand Traverse Circuit County
Court for the State of Michigan with respect to any claims arising under this agreement
against Northwestern Michigan College.

2.09. The bidder must comply with all applicable State and Federal OSHA laws,
standards and regulations with respect to the performance of this agreement.

2.10. NMC will evaluate each bid received using the following criteria, listed her
in no particular order of importance:

The bidder’s history working with higher education institutions

The bidder’s ability to satisfy each term and condition fully.

Compliance with the specifications stated herein.

Experience with delivering the requirements of the specification.

Cost (including pricing and price protection).

Ability to provide service for those items in the specification to require an
ongoing service contract of technical expertise, demonstrated or demonstrable
with respect to the specification.

References from previous customers for work of similar scope.

Other factors not specifically expressed here that are relevant to determine which
proposal will succeed.

o oo o

P

2.11. Proposals may not be withdrawn for ninety (90) days from the time of issue.
After ninety (90) days, proposals may be withdrawn by way of a written request directed
to the Project Contact. Successor proposals may not be substituted for a withdrawn
proposal.  Withdrawal of a proposal constitutes disqualification from the bid process,
should NMC not render a decision within ninety (90) days of the response due date.

2.12. Once the successful proposal has been determined and awarded, either party
may withdraw from this agreement by giving the other party at least thirty (30) days’
prior written notice of the termination date. Termination or cancellation of this
agreement does not affect the collection, enforcement or validity of any accrued
obligations between the bidder and NMC.

2.13. Once the successful proposal has been determined and awarded,
modifications deemed necessary to correct errors found to be the sole fault of the bidder
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and to satisfy performance of the agreement shall be made expediently and at no
additional cost to NMC. This clause will survive the termination and/ or expiration of
this agreement without respect to the cause or reason for the error.

2.14. No information, report, etc. developed in connection with this RFP may be
reproduced without NMC’s prior written consent. No portion of this RFP may be
reproduced without NMC'’s prior written consent.

2.15. The successful bidder must perform all work unless NMC specifically
approves subcontracting in writing prior to the commencement of any work related to this
RFP.

2.16. The successful bidder is an independent contractor, licensed and bonded as
necessary, and is solely responsible for employment, acts, omissions, insurance, control
and direction of its employees. The bidder agrees to indemnify and hold harmless
Northwestern Michigan College, its trustees, officers, employees and agents from any
and all damages, injury, loss, claims, demands, or causes of action in the event that the
bidder fails or neglects to provide appropriate insurance coverage for its employees while
working in performance of this contract at Northwestern Michigan College, including but
not limited to payment of any claims.

2.17. Any personal injury to the bidder, its successors, assigns, employees, agents,
subcontractors or third parties or any property damage incurred in the performance of this
agreement shall be the responsibility of the bidder. The bidder agrees to restore or make
whole any loss of or damage to the property of Northwestern Michigan College incurred
during the performance of this agreement.

2.18. Bidder warrants that all equipment offered for sale to NMC are all new
materials, genuine products of the chosen manufacturer, delivered in original packaging
with all parts and manuals, able to be registered for warranty purposes by NMC, eligible
for the full manufacturer’s warranty period and warranted as described by the
manufacturer. Materials that do not conform to this specification will be rejected by
NMC and the bidder will be required to replace them with conforming materials at no
additional cost to NMC.

2.19. Bidder agrees to accept NMC'’s standard payment terms, which are Net 30.
Prices quoted in bidder’s response shall be FOB Northwestern Michigan College unless
otherwise specified. All items on the bidder’s response will be itemized, and all charges
and discounts shall be clearly shown.
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2.20. All responses to this RFP become the sole property of NMC and are subject
to Freedom of Information Act requests.

2.21. Company agrees to maintain comprehensive general liability insurance,
including contractual liability, with limits not less than $2 million per occurrence and $3
million aggregate; professional liability (i.e., blanket crime, employee dishonesty, errors
and omissions, etc.) insurance with minimum limits of $1 million per occurrence and $3
million aggregate; automobile liability for owned, non-owned and hired vehicles with a
combined single limit of $500,000; and Workers’ Compensation to statutory limits as
required by the State of Michigan. Company agrees to have the Board of Trustees of
Northwestern Michigan College added as an additional insured with respect to
comprehensive general liability and provide the College with 30 days written notice of
any material changes in the above insurance. Company shall provide the College with a
certificate of the above insurance coverage and amounts if awarded the contract.

SECTION 3
SCOPE OF WORK
Northwestern Michigan College is seeking proposals to conduct an Information
Technology (IT) Security Audit on the college’s enterprise IT environment.

3.01. The IT Security Audit should be conducted according to industry best
practices, and utilize innovative ideas for identification and remediations.

3.02. The following section details the scope of work and requirements of NMC.
The college is looking for a comprehensive and best practice security audit to include, but
not limited to the areas of concern outlined below. Any additional materials and
documentation can be referenced and attached with your submission.

3.03. Minimum requirements of IT Security Audit:

a. External Penetration test
o Upto50IPs
o Lateral movement and privilege escalation
b. Internal Penetration test
o Up to 250 IPs
o Lateral movement and privilege escalation
c. CIS Level 1 Controls review to include:
o Inventory and Control of Enterprise Assets (C01)
o Inventory and Control of Software Assets (C02)
o Data Protection (C03)
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o Secure Configuration of Enterprise Assets and Software (C04)

i.  Including, but not limited to proper network and application
segmentation

Account Management (CO05)

Access Control Management (C06)

Continuous Vulnerability Management (C07)

Data Recovery Capabilities (C11)
1. Including, but not limited to secure transfer of backups

Network Monitoring and Defense (C13)

Incident Response Management (C17)

Penetration Testing (C18)

o O O O

3.04. Testing is to be completed during normal business hours. Testing can be
done outside normal operating hours if desired, but is not a requirement, and no
additional compensation will be provided for operations outside normal operating hours.
Testing will be completed onsite, remotely, or in a hybrid manner. Please discuss how
testing will be conducted in bid submissions.

3.05. NMC utilizes a centralized data center configuration. All file servers,
storage area network systems, and core switches are located on NMC’s main campus data
center. NMC has five locations in Traverse City, four connected via single-mode fiber,
and with a microwave connection.

Section 4
PROPOSAL SUBMISSION REQUIREMENTS
The respondent’s proposal must provide the following information, clearly labeled, and
in the order listed in this section. Failure to do so may result in rejection of the proposal.

4.01. EXECUTIVE SUMMARY - Presents a high-level synopsis of the response
to the RFP. The executive summary should provide a brief overview of the engagement,
and should identify the main features and benefits of the proposed work.

4.02. DETAILED AND ITEMIZED PRICING — Include itemized pricing for
each service being requested. Provide pricing for all “value-added” services that may be

unique to your firm and are beyond the minimum scope and requirements stated in this
RFP.

4.03. NONDISCLOSURE AND CONFIDENTIALITY - Proposer must agree to
sign a nondisclosure statement to include, but not limited to all information, data, and
reports generated, accessed, or observed by the proposer throughout the course of the
engagement. All information will be considered strictly confidential.
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4.04. PROPOSED TIMELINE — Include a proposed timeline for the services that
you are providing.

4.05. COMPANY OVERVIEW - Provide the following for your company:

a. Official registered name, address, main telephone number, and toll-free numbers

b. Key contact name, title, address (if different than above), and direct phone
number

c. Person authorized to contractually bind the organization for any proposal pursuant
to this RFP

d. Brief history, including year established and length of time offering network
solutions

e. Familiarity with education and public sector cybersecurity assessments,
specifically identified experience with similar-sized colleges or organizations

f. Technology service provider qualifications, in detail, including credentials related
to this project

g. Items outlined in Section 5 below

4.06. DELIVERABLES

a. The proposer should provide samples of documents and reports. We understand
the confidentiality required for these documents, and expect to receive scrubbed
or redacted version of the samples

b. Proposer should outline all deliverables that will result from the assessment, and
include, at a minimum the following:

1.  Executive summary and presentation to the Board of Trustees.
ii.  Detailed assessment reports, findings, and analysis
iii.  Recommended remediations and an action plan
iv.  Any additional documentation or relevant information
v.  Provide a presentation of the deliverables to the NMC IT security team

c. Proposer will provide an opinion letter outlining your assessment of the NMC IT
Security position, outlining positive findings and strategic recommendations. This
report may be used with non-technical executive leadership as well as the Board
of Trustees, and should be considered a public document. Specific and detailed
technical information should not be included in this document.

SECTION 5
VENDOR QUALIFICATION CRITERIA
5.01. Firm Overview
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a. Provide an organizational chart or narrative of your firm’s structure and
ownership. Include the number of years the company has operated.

b. List, by professional discipline, the total number of full time employees. Include
a brief job resume of employees involved in the purchase negotiations.

c. Describe the current financial position of your company as it pertains to the
requirements of successfully completing the requirements of this RFP.
5.02. Experience

a. List 3-6 similar projects completed within the last five (5) years.

b. Provide 3 references; include the company name, address, a contact, and their
phone number.

SECTION 6
FORM OF PROPOSAL
All responses to this RFP shall contain the signature page as a cover sheet, the
complete and entire proposal, and any necessary documentation to support your proposal.
Staple or otherwise bind each copy of your proposal and return it to NMC by the due date
and time listed on Page One of this Request for Proposal.
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SIGNATURE PAGE

THIS SIGNATURE PAGE MUST BE RETURNED TO ENSURE A VALID
PROPOSAL. PROPOSALS SUBMITTED WITHOUT THIS SIGNATURE PAGE
CAN BE RENDERED INVALID. NORTHWESTERN MICHIGAN COLLEGE’S
STANDARD TERMS AND CONDITIONS SHALL APPLY.

Bid Price

Total bid submission $

Company Name

Address

City State Zip
Telephone Number

Contact Name Title

By

(Authorized Signature)

Email
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